PBM Revisions Chart
	p. 3 – Section 1.13
	1.13	“Claims Run-Out Period” means the time period beginning on the date of termination of this Contract and ending twelve (12) months 365 Calendar Days following the date of such termination or expiration as set forth in Section 9, Payment for Services, of this Contract.


	p. 4 – Section 1.21
	1.21	“Corrective Action Plan” means a detailed written plan submitted by Contractor to DCH and approved by DCH in writing as a method for Contractor to remedy or resolve Contractor’s unsatisfactory performance.  


	p. 5 – Section 1.25
	1.25	“DCH Data” means all information provided to Contractor by DCH or Members or SHBP Vendors as a result of this Contract, including, but not limited to DCH Content, eligibility information, Member specific information, claims information, documents, messages (verbal or electronic), reports, or agendas and other documentation related to meetings involving or arising out of this Contract.  


	p. 7 – Section 1.47
	1.47	“Implementation Plan” means the overall plan of activities for the Contract, and the delineation of tasks, activities and events to be performed and Deliverables to be produced with regard to the SHBP, as submitted with the Approach and as updated in accordance with Section 3.6 of this Contract.  The Implementation Plan shall be incorporated herein, and each revised Implementation Plan shall be incorporated herein upon its acceptance by DCH.


	p. 8 – Section 1.59
	1.59	“Pass Through and Transparent Pricing” means the arrangement whereby SHBP receives the full value (100%) of Contractor’s negotiated Discounts with Network Pharmacies, at the point-of-service, and Contractor’s only profit is the Administrative Fee. If Contractor owns the mail order and/or specialty pharmacy provider services, then the guaranteed rates stated in the Cost Proposal, Exhibit _, which have taken into account Contractor’s actual acquisition cost, must be the rates passed on to DCH and therefore meet the requirement for pass through pricing.


	p. 9 – Section 1.65
	1.65	“Plan Documents” means the documents that contain the terms and conditions of the Plan Options, as determined and developed during Implementation and as determined and developed during the Term of the Contract to reflect changes to Plan design or changes to requirements of SHBP programs.  These include the State statutes and regulations that govern the SHBP, policies and procedures of DCH’s SHBP Division, and clinical guidelines of SHBP Vendors, DCH reimbursement guidelines, and those reimbursement guidelines of SHBP Vendors that are approved in writing by the DCH Program Manager, written requirements of any programs established by SHBP Vendors that are approved in writing by the DCH Program Manager, Employee contribution rates approved by DCH’s governing board, and the Summary Plan Description and other summaries of benefits approved in writing by the DCH Program Manager.  In the event of ambiguity or conflict among the terms set forth in these documents, DCH shall interpret the terms in accordance witha manner that best complies with SHBP Regulation 111-4-1-.10 and applicable federal law. 


	p. 12 – Section 1.86
	1.86	“Work Product” means all Deliverables, records, telephone call recordings, reports, analyses, communications with Members, claims information, any software or hardware or other equipment upgrades or enhancements requested by and made for DCH’s sole use, meeting agendas and other documentation, compilations of data and other related materials (whether electronic, hardcopy or otherwise) either:





	p. 12 – Section 2(A)
	2.	SCOPE OF SERVICE 
A. The purpose of this Contract is the provision of Administrative Services necessary for the provision of prescription drug coverage for Members in accordance with the terms of the Plan Options, which are set forth in the Plan Documents.  Subject to the terms and conditions set forth herein, DCH retains Contractor to furnish all of the goods, services, and other Deliverables requiredcontemplated by the Contract. 


	p. 13 – Section 2(C)
	C.  Additionally, the Parties agree that DCH shall not pay or otherwise compensate Contractor for any services, goods, or deliverables outside of the Sservices described in the Contractabove. In the event of a dispute regarding whether an item is within the scope of services, the Parties will attempt to reach a mutually agreeable solution.  If the Parties fail to reach a mutual agreeable solution, Section 32, Conflict Resolution, of this Contract shall control, govern, and not be subject to appeal. 


	p. 13 – Section 3.4
	3.4	Administrative Fees.  Pay to Contractor the monthly Administrative Fees as set forth in Exhibit 3, in accordance with Section 9, Payment for Services, Section 27, Unsatisfactory Performance and Damages, and Exhibit 4, Performance Guarantees. The Administrative Fees are the sole source of profit for Contractor under this Contract.


	p. 14 – Section 3.6
	3.6	Review and Approval of Implementation Plan.  Contractor shall provide a detailed workplan for Implementation of the Administrative Services described in this Contract (“Implementation Plan”). The Implementation Plan, which must be submitted to DCH within fifteen (15) Calendar Days of the Effective Date, must include the information specified for the Implementation Plan in the RFA and deadlines for delivery, acceptance, and other activities related to any Deliverables.  DCH shall review and acceptapprove the Implementation Plan if it meets Contract requirements including but not limited to Contractor and DCH team assignments.  DCH shall provide oversight for the implementation team.	  The schedule of deadlines in the Implementation Plan shall not change as a result of time required by Contractor to correct deficiencies, unless otherwise agreed beforehand in writing by the DCH Program Manager.  However, the schedule may, in DCH’s discretion, be extended on a day‑to‑day basis to the extent that DCH’s review of a Deliverable and review of corrections of deficiencies is longer than described in the Implementation Plan.  Contractor shall update the Implementation Plan regularly (no less than quarterly) and as otherwise necessary throughout the Implementation for each plan year to accurately reflect the status of activities, tasks, events, Services and projected schedule therefore.  Contractor will present the updated Implementation Plan at a time agreed to by the parties in writing, and the updated Implementation Plan will highlight changes made from the prior Implementation Plan.  Any such update changes must be approved in writing by the DCH Project Manager prior to their final incorporation into the Implementation Plan.  Any Implementation Plan change request which would result in an increased cost to DCH must be prepared as an amendment to the Contract.  The Implementation Plan progress updates shall allow adequate time, in DCH’s reasonable judgment, for DCH to review and comment on the updates, as well as any new or modified Deliverables, and revision or correction of Deliverables by Contractor.  However, unless otherwise specifically agreed to in writing, DCH’s agreement on a change to the Implementation Plan will not relieve Contractor of liability, including but not limited to liquidated damages, from failures to perform its obligations as required herein. The Implementation Plan updates shall be incorporated into the Contract upon acceptance by DCH.”



	p. 15 – Section 3.11
	3.11	Recommended Design of Prescription Drug Benefits Under Plan Options.  DCH and Contractor will develop recommended terms and conditions of Plan Options for prescription drugs, including, but not limited to benefits, exclusions, limits, cost-sharing elements, clinical guidelines, reimbursement guidelines, and all terms and conditions necessary for compliance with applicable law, during Implementation.  DCH and Contractor will develop modifications to these terms and conditions as needed, but at least as frequently as once per year, so that such modifications are available for presentation to senior DCH leadership by July 1.  DCH has final decision-making authority with respect to all such terms and conditions.  


	p. 15 – Section 3.12.2
	3.12.2 	Bank Account. Contractor shall establish and maintain a separate Bank Account for purposes of disbursing funds on behalf of SHBP. Contractor shall not combine Tthe balance of funds in this account and all claim payments made on behalf of SHBP will not be combined with theContractor’s accounts for funds of other clients.   


	p. 16 – Section 3.12.7
	3.12.7	Payment of Administrative Fees.  Administrative Services Fees are paid to Contractor by the State via an Automated Clearinghouse (ACH) on a monthly basis.


	p. 16 – Section 3.12.10
	3.12.10 	Funding after Expiration or Termination of Contract.   When this Contract terminates or expires, the current method of providing funds to the Bank Account will remain in place for up to six months after the Claims Run-Out Period. At the end of this period, Contractor, upon approval of DCH, will place stop payments on all checks that remain un-cashed, and DCH will instruct Contractor to close the Bank Account and recover any funds remaining in it to DCH. Contractor will provide Bank Account statements and bank reconciliation reports, including reports DCH needs for the purposes of escheatment.

	p. 16 – Section 3.12.11
	3.12.11	Escheat.  To the extent that abandoned or unclaimed property does not exist as a result of the negligence of Contractor or breach by Contractor of this Contract, DCH is solely responsible for complying with all abandoned property or escheat laws, and for making any required payments, and for filing any required reports. Contractor is required to perform due diligence in accordance with O.C.G.A. Section 44-12-192 on stale-dated checks. Three months after the Effective Date of the Contract and for every three months thereafter, Contractor will provide DCH with a report of all unclaimed funds.


	p. 16-17 – Section 3.12.12
	3.12.12	Bank Account Responsibility.  Contractor shall defend, indemnify and save DCH harmless from any loss proximately caused by a breach, negligence, or criminal or intentionally wrongful acts by any employee, contractor or agent of Contractor, or any employee, contractor or agent of Subcontractors, arising out of his or her use of the Bank Account and the corollary check stock under his or her control. These obligations in this section is indemnity shall survive the termination or expiration of this Contract.  Nothing herein shall limit Contractor’s indemnification obligations as defined by Section 28, Indemnification. 


	p. 17 – Section 4.2.3.3
	4.2.3.3 Sell, transfer, convey or assign more than a ten percent10% interest in Contractor.


	p. 25 – Section 5.13
	5.13	Pharmacy Network Discounts and Rebates.	Contractor may enter into agreements with certain entities in order to obtain cost savings on prescription drugs for the benefit of the Plan and its Members. Further, Contractor may receive Rebates directly or indirectly from such entities based on the number of drugs purchased under the Plan.  All adjudicated claims, including Retail point-of-sale, Mail Order, and specialty pharmacy, will be at 100% pass-through of negotiated dispensing fees, discounts and Rebates as defined in Section 1.59 of this Contract.


	p. 26 – Section 5.15
	5.15 	Prior Authorizations. Contractor shall operate, on behalf of Plan, a Prior Authorization program as outlined in this Contract.  Contractor shall provide Prior Authorization services for Covered Drugs designated as requiring Prior Authorization in the applicable SPD, as modified throughout the Term of the Contract.  The Prior Authorization program must include medical exception reviews and overrides, as appropriate; quantity limits; non-preferred product determination; and benefit exclusions as directed by DCH.  Any requests which result in a denial must be reviewed by one of Contractor’s pharmacists before dispensation is provided to the caller.  Contractor is responsible for development and maintenance of custom protocols for all products identified as requiring Prior Authorization.  Upon DCH’s request, Contractor shall handle all first and second level appeals of a denial of prior authorization.  In addition Contractor shall meet the following standards:  complete all initial requests within 24 hours of receipt, complete first level appeals within three (3) Business days of receipt.  All first and second level appeals must be reviewed by handled by a Georgia licensed pharmacist with access to a physician for consultation., licensed to practice pharmacy in the state of GA.


	p. 27 – Section 5.18
	5.18  	 Performance Guarantees. Contractor shall meet the specific Performance Standards Guarantees as defined in Exhibit 4, as well as any reporting obligations related to the Performance Guarantees.  The actions described in Exhibit 4se requirements are shall be Deliverables.  


	p. 33 – Section 5.33
	5.33	Electronic Data Processing (EDP) Environment and Software.  The EDP environment, i.e, -the physical, Software, security features and the internal controls used by Contractor must meet the minimum internal accounting control standards outlined in the current edition of the Auditor’s Study and Evaluation of Internal Control in EDP Systems, published by the American Institute of Certified Public Accountants. 


	p. 34 – Section 5.33.7
	5.33.7	Enterprise Data Warehouse (EDW).  Contractor will maintain an enterprise data warehouse (EDW) for ease in generating user-defined reports and ad hoc reports for DCH.  The process of transferring data to the warehouse and using the SHBP data must be subject to the confidentiality and data security policies of DCH in accordance with requirements established by DCH.  


	p. 35 – Section 5.34.1
	5.34.1	Contractor grants DCH the nonexclusive right to access and use the functionalities contained within the Systems, under the terms set forth in this Contract and described in the RFA, including without limitation remote access (on a view only basis) to the claims adjudication system.  DCH agrees that all rights, title, and interests in the Systems and all rights in patents, copyrights, trademarks, and trade secrets encompassed in the Systems will remain owned by Contractor’s or its licensors and contractors.  



	p. 41 – Section 5.37
	5.37 Quality of the Services.  Contractor represents and warrants that the Services performed by the Contractor the Services shall be performed in a professional and workmanlike manner.



	p. 43 – Section 6.4
	6.4  	Member Liability.  Contractor shall ensure that Network Pharmacies agree to the terms below in this section and that the only charges for which a Member may be liable to the Network Pharmacy are the charges for prescription drugs that are not Covered Drugs or are Exclusions and the Co-payments or Co-insurance set forth in the applicable Plan.  Network Pharmacies may bill a Member for prescription drugs that are not Covered Drugs or are Exclusions if the Network Pharmacy has obtained the written consent of the Member prior to rendering such services.  Under no circumstance shall Contractor or any Network Pharmacy bill any Member for the difference between billed charges and the Network fee schedule for the provision of Covered Drugs under this Contract.  Whenever any such charge has occurred, the Network Pharmacy will refund such charge to the Member within fifteen (15) Calendar Days of discovering, or receiving notification of, the such charge.  If DCH receives notice of any such charge, DCH shall inform Contractor and Contractor shall address require the Network Pharmacy to correct such breach with the Network Pharmacyat no charge in accordance with its then current contract with the Network Provider.  The obligations set forth in this section will survive the termination of this Contract regardless of the cause giving rise to the termination, and will be construed for the benefit of Members.


	p. 44 – Section 8
	8.	TERM OF CONTRACT

This terms of this Contract shall begin on the Effective Date and shall continue until the close of the then current calendar year unless renewed as expressed herein.  The Parties also agree that DCH, in its sole discretion, shall have four (4) sequential options to renew the term of this Contract for an additional term of up to one (1) calendar year, which shall begin on January 1, and end at midnight on December 31, of that additional year, each upon the same terms and, conditions and at Contractor’s price in effect at the time of the renewal in accordance with the administrative fees outlined in Exhibit 3.  Pursuant to O.C.G.A. § 50-5-64(a)(2), the renewal options shall be exercisable solely and exclusively by DCH, depending upon funding and Contractor’s performance, and DCH’s sole discretion.  As to each term, the Contract shall be terminatedexpire absolutely at the close of the then current calendar year without further obligation by DCH except that DCH will provide payment for services provided up to the date of termination unless renewed as expressly stated herein or subject to DCH’s exercise of its remedies.






	p. 47 – Section 15(A)
	[bookmark: _Toc147132405]15.	OWNERSHIP AND USE OF WORK PRODUCT, DCH DATA AND RELATED MATTERS, AND ACCEPTANCE OF SYSTEM CHANGES
 
A. [bookmark: _Toc147132406]Ownership and Use of Work Product.

1. All Work Product shall be the exclusive property of DCH, for whatever use DCH deems appropriate, and Contractor shall execute any and all documents necessary to effectuate this provision fully.  For example, if the Work Product or Administrative Services includes the taking of photographs or videotapes of individuals, Contractor must obtain the written consent from such individuals authorizing the use by DCH of such photographs, videotapes, and names in conjunction with such use.  Contractor shall also obtain necessary written releases from such individuals, releasing DCH from any and all claims or demands arising from such use.  Contractor hereby transfers and assigns all rights in the Work Products to DCH.  Contractor shall, at the expense of DCH, assist DCH or its nominees to obtain copyrights, trademarks, or patents for all such works in the United States and any other countries.  Contractor agrees to execute all papers and to give all facts known to it necessary to secure United States or foreign country copyrights and patents, and to transfer or cause to transfer to DCH right, title and interest in and to such works.  Contractor also agrees to waive and not assert any moral rights it may have in any such works.  Contractor shall provide all assistance reasonably requested by DCH in the establishment, preservation, and enforcement of its rights in such Work Products, without any additional compensation to Contractor. Contractor agrees to and hereby, to the extent permissible, waives all legal and equitable rights relating to the Work Products, including without limitation any and all rights of identification of authorship and any and all rights of approval, restriction or limitation on use or subsequent modifications.  


	p. 49 – Section 15(C)-(D)
	[bookmark: _Toc147132407]C. Software and Other Upgrades.
The Parties agree that any upgrades or enhancements to software programs, hardware, or other equipment, whether electronic or physical, shall be made at Contractor’s expense only, unless the upgrade or enhancement is made at DCH’s request and solely for DCH’s use exclusive of the Deliverables.  Any upgrades or enhancements requested by and made for DCH’s sole use shall become DCH’s property without exception or limitation.  Contractor agrees that it will facilitate DCH’s use of such upgrade or enhancement and cooperate in the transfer of ownership, installation, and operation by DCH.  Contractor hereby transfers and assigns all rights in the Work Products to DCH.  Contractor shall, at the expense of DCH, assist DCH or its nominees to obtain copyrights, trademarks, or patents for all such works in the United States and any other countries.  Contractor agrees to execute all papers and to give all facts known to it necessary to secure United States or foreign country copyrights and patents, and to transfer or cause to transfer to DCH right, title and interest in and to such works.  Contractor also agrees to waive and not assert any moral rights it may have in any such works.  Contractor shall provide all assistance reasonably requested by DCH in the establishment, preservation, and enforcement of its rights in such Work Products, without any additional compensation to Contractor. Contractor agrees to and hereby, to the extent permissible, waives all legal and equitable rights relating to the Work Products, including without limitation any and all rights of identification of authorship and any and all rights of approval, restriction or limitation on use or subsequent modifications.

D. Infringement and Misappropriation.
Contractor warrants that all Deliverables Work Product provided by Contractor do not and will not infringe or misappropriate any right of any third party based on copyright, patent, trade secret, or other intellectual property rights.  In case the Deliverables Work Product or any one or part thereof is held or alleged to constitute an infringement or misappropriation, or the use thereof is enjoined or restricted or if a proceeding appears to Contractor to be likely to be brought, Contractor will, at its own expense, either:   

0. Procure for DCH the right to continue using the DeliverablesWork Product; or

0. Modify or replace the Deliverables Work Product to comply with the Specifications so that no violation of any intellectual property right occurs.   If Contractor fails to comply with the terms and conditions set forth in this Section 15, DCH shall have the option to terminate the Contract; or

0. If Contractor fails to comply with the terms and conditions set forth in this Section 15.D, DCH shall have the option to terminate the Contract, in whole or in part, and receive a refund of amounts paid for the infringing or misappropriating Deliverables Work Product and other Deliverables Work Product returned by DCH in addition to any other remedies available to DCH.  However, DCH’s acceptance of a refund does not preclude DCH from availing itself of its others rights and remedies under this Contract, or under equity or at law.  


	p. 53 – Section 16(B)(4)
	Except in the case of a legally required leave of absence, sickness, death, termination of employment or unpaid leave of absence, Key Staff shall not be changed during the Contract from the people who were described in the Approach without the prior written approval of DCH until completion of their assigned tasks.  During the term of the Contract, DCH reserves the right to approve Contractor’s and any Subcontractor’s Key Staff assigned to this Contract.  


	p. 55 – Section 17(A)
	[bookmark: _Toc57432756]17.	CRIMINAL BACKGROUND, EXCLUSIONS, AND DEBARMENT 

A.	Contractor shall, upon request, provide DCH with a resume or written confirmation that Contractor has conducted a satisfactory criminal background check or both of any employees, contractors, formal agents, Workers or Subcontractor’s Workers assigned to or proposed to be assigned to any aspect of the performance of this Contract.  



	p. 56 – Section 18(A)(1)-(4)
	[bookmark: _Toc441635158][bookmark: _Toc441635159]18.	 SUBCONTRACTS
     A.	Use of Subcontractors.
1. Contractor will not subcontract or permit anyone other than Contractor personnel employees and DCH authorizedexisting Subcontractors as of the Effective Date of this Contract to perform any Administrative Services without the prior written consent of DCH.  Prior to hiring or entering into an agreement with any Subcontractor of Contractor to perform Administrative Services, any and all Subcontractors shall be approved in advance and in writing by DCH.  DCH must also approve any replacement Subcontractors in the same manner.  Contractor shall, in writing, provide to DCH the names of all proposed or actual Subcontractors, the scope of work they will do in performance of the Administrative Services they each will perform, and the percentage of work to be performed by each Subcontractor relative to the total scope of the Contract.  Contractor is solely responsible for all work contemplated and required by this Contract, whether Contractor performs the work directly or through a Subcontractor.  DCH reserves the right to request the removal or replacement of any Subcontractor.  In addition, DCH reserves the right to terminate this Contract, , in whole or in part,  or exercise any remedies available at law or equity if Contractor fails to notify DCH of its intent to subcontract any Service or replace any Subcontractor in accordance with the terms of this paragraph.  

2. All contracts with Subcontractors must ensure that Contractor evaluates the prospective Subcontractor’s ability to perform the activities to be delegated; monitors the Subcontractor’s its performance on an ongoing basis and subjects it to formal review according to a periodic schedule established by DCH and consistent with industry standards and applicable laws and regulations; and identifies deficiencies or areas for improvement by the Subcontractor and requires that corrective action is taken by the Subcontractor.

3. Contractor shall give DCH immediate notice in writing by registered mail or certified mail of any action or suit filed by any Subcontractor and prompt notice of any claim made against Contractor by any Subcontractor or vendor that in the opinion of Contractor may result in litigation related in any way to this Contract.

4. [bookmark: _Toc57435477][bookmark: _Toc57432758][bookmark: _Toc490468369]Contractor shall make its Subcontractor agreements available to DCH upon request. For any subcontract, there must be a designated project manager who is a member of the Subcontractor’s staff and whothat is directly accessible by DCH. This individual’s name and contact information must be provided by Contractor to DCH when the subcontract is executed or the Effective Date, if earlier. The subcontract agreement must contain a provision which requires Contractor and its Subcontractors to seek binding arbitration to resolve any dispute between those parties and to provide DCH with written notice of the dispute. DCH also reserves the right to oversee, manage, coordinate, change, or disagree on any terms of the subcontract during the term of this Contract or the subcontract agreement.

	p. 57 – Section 19(A)-(B)
	[bookmark: _Toc441635163][bookmark: _Toc130270067][bookmark: _Toc130373836][bookmark: _Toc130374060][bookmark: _Toc145311306]19.	TRAVEL EXPENSES AND USE OF STATE VEHICLES
A.	Contractor is solely responsible for all travel costs arising from Contractor’s performance under this Contract. 
B.	State vehicles shall not be used by Contractor in the performance of this Contract.  


	p. 57-58 – Section 20
	[bookmark: _Toc441635165]20.	LICENSE, CERTIFICATE, AND PERMIT REQUIREMENTS

A. Contractor shall have, obtain, and maintain in good standing any Georgia-licenses, certificates and permits, whether State or federal,  that are required prior to and during the performance of work under this Contract.   Contractor agrees to provide DCH with certified copies of all licensees, certificates and permits that may be necessary for the performance of its obligations, upon DCH’s request.

B. Contractor warrants that it is qualified to do business in the State of Georgia and is not prohibited by its articles of incorporation, bylaws, any document establishing Contractor’s entity, or any law of the State under which it is incorporated or was formed from performing the services under this Contract.  

C. Contractor must obtain and maintain, in good standing, any licenses, certificates, and permits, whether State or federal, that are required prior to and during the performance of work under this Contract.  Loss of the licenses, certificates, or permits shall be cause for termination of the Contract pursuant to Section 26, Termination of Contract.  If any such license, certificate, or permit is cancelled, revoked, suspended or expired expires during the term of this Contract, Contractor shall inform the State immediately and cease all activities under this Contract, until further instruction from DCH.  

D. Contractor agrees to provide DCH with certified copies of all licensees, certificates and permits necessary upon request.
[bookmark: _Toc57435481][bookmark: _Toc57432762][bookmark: _Toc490468375]
E. Contractor warrants represents that there is as of the effective date no claim, legal action, counterclaim, suit, arbitration, governmental investigation or other legal, administrative, or tax proceeding, or any order, decree or judgment of any court, governmental agency, or arbitration tribunal that is in progress, pending, or threatened against or relating to Contractor or the assets of Contractor that would individually or in the aggregate have a material adverse effect on Contractor’s ability to perform the obligations contemplated by this Contract.  Without limiting the generality of the representation of the immediately preceding sentence, Contractor is not currently the subject of a voluntary or involuntary petition in bankruptcy, does not presently contemplate filing any such voluntary petition, and is not aware of any intention on the part of any other person, or entity, to file such an involuntary petition against it.

F. Contractor further agrees that it will not permit any of its employees or its subcontractor’s employees, contractors or formal agents, including but not limited to temporary or replacement employees, to perform the services under this Contract unless and until they pass Contractor’s own background screening requirements and any additional background test or check requested by the Department.

	p. 59 – Section 21(B)-(C)
	B.	The Parties agree that DCH may reasonably rely upon the representations and certifications made by Contractor, including but not limited to those made by Contractor in Contractor’s Approach and this Contract, without first making an independent investigation or verification.  

C. The Parties also agree that DCH may reasonably rely upon any representation made by Contractor for any audit report, summary, analysis, certification, review, or Work Product that Contractor produces in accordance with its duties under this Contract, without first making an independent investigation or verification. 


	p. 59- Section 22(B)-(C)
	B.	Contractor states and representswarrants that it has complied and shall comply with all disclosure and registration requirements for vendor lobbyists as set forth in O.C.G.A. § 21-5-1, et seq. and all other Applicable Law, including but not limited to registering with the Georgia Government Transparency and Campaign Finance Commission.  For the purposes of this Contract, vendor lobbyists are those who lobby state officials on behalf of businesses that seek a contract to sell goods or services to the State or oppose such Contract.  

C. As required by applicable Federal law, Contractor representsstates and warrants that no federal money has been used or shall be used for any lobbying of State officials.  

	p. 60 –Section 23(A)
	A.	Records Retention Requirements.

Contractor shall preserve and make available all of its records pertaining to the performance under this Contract for a period of seven (7) years from the date of final payment under this Contract, and for such period, if any, as is required by applicable statute, regulation,  or by any other section of this Contract.  If this Contract is completely or partially terminated, the records relating to the work terminated shall be preserved and made available for period of seven (7) years from the date of termination or of any resulting final settlement, whichever is later.  In addition to this seven year (or later, if applicable) period, records that relate to appeals, litigation, or the settlement of claims arising out of the performance of this Contract, or costs and expenses of any such agreements as to which exception has been taken by the State Contractor, or any of his duly authorized representatives shall be retained by Contractor until such appeals, litigation, claims or exceptions have been disposed of.








	p. 61 – Section 23(C)
	C. Financial Records.

During the entire life of the Contract, Contractor and all Subcontractors shall provide DCH with copies of its annual report and all disclosure or reporting statements or forms filed with the State of Georgia and/or the Securities and Exchange Commission (SEC) within ten (10) Calendar Days of the date they are prepared in final form and are otherwise available for distribution or filing, or such later date as the DCH Program Manager may approve in writing.  In the event that Contractor is not required to or does not prepare either an annual report or SEC disclosure or reporting statements or forms by virtue of being a subsidiary or other affiliate (as defined by the Securities and Exchange Commission of the United States) of another corporation or business entity, it shall fulfill the requirements of this section, with respect to all such documents for any parent corporation, which reflect, report or include any of its operations on any basis.  In addition, upon the written request of the DCH Program Manager, Contractor and all Subcontractors shall furnish DCH with the most recent un-audited and audited copies of its then current balance sheet within fourteen (14) Calendar Days of its receipt of such request.  Contractor agrees to maintain books, records, documents, invoices and other evidence pertaining to the costs and expenses of this Contract and/or any document that is a part of this Contract by reference or inclusion.  This includes, but is not limited to, Contractor’s balance sheets, income statements and invoices from subcontractors, Contractor’s  affiliates or other vendors, as well as claims records the confirm Contractor’s compliance with claims processing, operational services and performance standards provided by Contractor under this Contract.  Contractor’s accounting procedures and practices shall conform to generally accepted accounting principles and the costs properly applicable to this Contract shall be readily ascertainable therefrom.  This includes, but is not limited to, payment (with respect to salary), overhead and Subcontractors. 


	p. 62 – Section 24(A)
	24.	AUDIT OF CONTRACTOR AND NETWORK PHARMACIES
A. Contractor shall make all of its and its Subcontractors’ books, documents, papers, policies, procedures, contracts, reports to management, manufacturer agreements, Provider records, Member records, medical records, case management records, encounter records, financial records, data, surveys, audio recordings, video recordings, pictures, images and computer databases which relate directly or indirectly to this Contract or the services provided hereunder available for examination and audit by DCH, its authorized designee, the State Attorney General, the State Health Care Fraud Control Unit, the State Department of Audits and Accounts, or other authorized state or federal personnel.  Any records requested hereunder shall be produced immediately (within one (1) Business Day, or by such later date as is approved in writing by the requestor and the DCH Program Manager) for on-site review or sent to the requesting authority by mail within fourteen (14) Calendar Days following a request, or by a later date approved in writing by the requestor and the DCH Program Manager.  All records shall be provided at the sole cost and expense of Contractor.  DCH shall have unlimited rights to use, disclose, and duplicate all information and data received in accordance with applicable State and federal laws and regulations. DCH and other authorized state and/or federal personnel, and their authorized designees, shall have the right to enter into the premises of Contractor and all Subcontractors, or such other places where duties under this Contract are being performed or records are being held for DCH in order to inspect, monitor or otherwise evaluate the services or any work performed pursuant to this Contract.  DCH shall not be restricted in the number of times it may audit, visit, inspect, review or otherwise monitor Contractor and any Subcontractors during the term of this Contract.  DCH will only conduct audits as determined reasonably necessary by the DepartmentDCH.    


	p. 62 – Section 24(C)
	C. DCH will not be held responsible for time or miscellaneous costs incurred by Contractor in association with any audit process including, but not limited to, all costs associated with provision of data, audit finding response reports, or systems access, provided to DCH or its designee by Contractor during the life term of the Contract. 


	p. 62 - Section 24(D)
	D. Response to Audit.  Contractor will provide its response to claims audit findings within sixty (60) Calendar Days of receipt of a findings report.  If DCH determines based on any audit that Contractor (and/or its mail service pharmacy or specialty pharmacy) owes money to DCH, DCH will so advise the PBMContractor in writing, and shall supply Contractor with a copy of the auditor’s final report (the “Audit Report”).  Contractor shall have thirty (30) Calendar Days from the date of the notification from DCH to make payment to DCH with respect to any undisputed finding and/or to dispute any of the findings.  Any response other than full payment will constitute a challenge to the Audit Report, and must include documentary and/or verifiable statistical evidence, if applicable, supporting the challenge to the Audit Report.  If applicable, the statistical evidence presented must include the underlying data that will allow auditor to duplicate the disputed analysis.



	p. 62 – Section 24(E)
	[bookmark: _DV_M161][bookmark: _DV_M162][bookmark: _DV_M163][bookmark: _DV_M164]E. Supplemental Rights.  DCH’s audit rights in this section supplement any additional rights, including rights to data and discovery, that DCH may have under this Contract and applicable law, and do not replace such rights.


	p. 63 – Section 24(G)
	[bookmark: _DV_M170]G. Form of Data.  Contractor shall provide data securely and in a medium that is mutually acceptable to Contractor and DCH (e.g., encrypted CD ROM, secure FTP site, or encrypted tapes, etc.).  Contractor shall provide such dData shall be provided in a format that is fully disclosed to the DCH or its designee(s); and Contractor shall provide DCH shall be provided with a data dictionary.  All data elements (data fields) that are requested by an auditor authorized under this Contract shall be populated by Contractor with the relevant data, provided that the data elements are components of the NCPDP pharmacy claims transmission format.  Any drug classifications or other information that is developed by and unique to Contractor shall be fully disclosed to the auditor as it pertains to claims processed on behalf of the Plan.


	p. 63-64- Section 24(J)
	J. Data Feed Supporting Claims Funding.  Contractor shall allow DCH and/or its designee to review all funding requests and all information pertaining to the SHBP pharmacy claims underlying such funding requests.  Such review shall, at DCH’s option, be performed before payment to Network Providers for paid claims.  Contractor shall provide to DCH and/or DCH’s designee, with every funding request, the complete and unadulterated information pertaining to DCH pharmacy claims underlying such funding request (“Plan Data”), which shall include but not be limited to: i) electronic files in plain text format, containing unabridged data records for each claim for which payment is sought by Contractor, in an NCCPDP format; ii) a data dictionary describing the contents of the NCPDP claims data format provided; iii) electronic files in plain text format, containing any updates to the full and complete price lists, including NDCs or GPIs/GCNs as applicable and price effective dates, each of which is used in pricing the claims submitted to DCH for payment; this shall include, but not be limited to, maximum allowable cost (MAC) lists, specialty drug price lists, fixed cost for frozen cost drug lists, and/or any other price list applicable to and in force during the invoice period; and iv) electronic files in plain text format, containing updates, if any, to the list of drugs excluded from guarantees or pricing terms (e.g. new to market generics).  Beginning within thirty (30) Calendar Days of any written request to Contractor by DCH, and continuing until DCH delivers written notice changing this directive, Contractor shall deliver the requested Plan Data without fee and contemporaneously with the delivery of each funding request.  In the event that DCH determines that there are errors or inaccuracies in the funding request or underlying Plan Data, DCH shall pay the full amount, according to the banking terms described in Section 3.12 of this Contract, of the funding request less any disputed amount or amounts being withheld pursuant to DCH’s exercise of its remedies.  DCH will notify Contractor, in writing, of the source and amounts in dispute or subject to its remedies, and DCH will submit to Contractor sufficient detail, back-up and/or data to support its dispute or exercise of its remedies, Contractor and DCH shall work in good faith to reconcile any disputes.  Withholding disputed amounts or otherwise exercising its remedies shall not constitute default by DCH and shall not entitle Contractor to suspend or delay its performance of services. 


	p. 64- Section 25(A)(2)
	All individually identifiable health information that is obtained or viewed by employees, contractors and formal agents employees and formal agents of Contractor and Subcontractors in the performance of this Contract shall be treated as confidential information and Contractor and Subcontractors shall not use any such information so obtained in any manner, except as may be necessary for the proper discharge of obligations under this Contract. 


	p. 65 – Section 25(B)
	B. Business Associate Agreement.

Contractor shall sign and comply with Attachment E, Business Associate Agreement, and shall sign and comply with amendments to the Business Associate Agreement necessary or deemed appropriate by DCH for compliance with HIPAA and HITECH and implementing regulations and guidance.


	p. 65 – Section 26(A)
	[bookmark: _Toc490468382]26.	TERMINATION OF CONTRACT
A. This Contract may terminate or be terminated by DCH, in whole or in part, for 
any or all of the following reasons:  


	p. 67 – Section 26(C)
	C. Termination Claims.

After receipt of a notice of termination, Contractor shall submit to the DCH Director of Contracts Administration any termination claim in the form and with the certification prescribed by the DCH Director of Contracts Administration.  Such claim shall be submitted promptly but in no event later than forty-five (45) Calendar Days from the effective date of termination.  Upon failure of Contractor to submit its termination claim within the time allowed, the DCH Director of Contracts Administration may, subject to any review required by the state procedures in effect as of the date of execution of the Contract, determine, on the basis of information available, the amount, if any, due to Contractor by reason of the termination and shall thereupon cause to be paid to Contractor the amount so determined.

Upon receipt of notice of termination, Contractor shall have no entitlement to receive any amount for lost revenues or anticipated profits or for expenditures associated with this or any other contract.  Upon termination, DCH in its discretion may pay, Contractor shall be paid in accordance with the following:

1. At the contract price(s) for completed Deliverables and Administrative Services delivered to and accepted by DCH; and/or

2. At a price mutually agreed upon by Contractor and DCH for partially completed Deliverables.

In the event of the failure of Contractor and DCH to agree in whole or in part as to the amounts with respect to costs to be paid to Contractor in connection with the total or partial termination of work pursuant to this article, DCH shall determine, on the basis of information available, the amount, if any, due to Contractor by reason of termination and shall pay to Contractor the amount so determined.  







	p. 67 – Section 27(A)(1)
	[bookmark: _Toc147132439]27.	UNSATISFACTORY PERFORMANCE AND DAMAGES 

A. Unsatisfactory Performance.

1. If DCH, in its sole discretion, determines that the Administrative Services and/or Deliverables are noncompliant, unacceptable, or unsatisfactory, or Contractor otherwise is in breach of this Contract, Contractor, after notice from DCH, agrees that it will make every attempt to remedy the deficiency or breach, as further described in Section 9, Payment of Services, and Section 35.V., Miscellaneous, Corrective Action Plan.

	p. 67-68 – Section 27(A)(2)
	2. Contractor acknowledges that its failure to meet those Deliverables identified as Performance Standards For Deliverables that are set forth in Exhibit 4, Performance Guarantees, will cause DCH substantial damage of types and in amounts which are difficult or impossible to ascertain exactly.  The Parties further acknowledge and agree that the liquidated damages described as performance guarantees or performance guarantee assessments in Exhibit 4 are the result of a good faith effort by DCH to estimate the actual harm caused by Contractor’s failure to meet the Performance Standards and are not intended to be in the nature of a penalty.  Accordingly, Contactor agrees that DCH may assess the liquidated damages against Contractor for failure to meet the Performance Standards. DCH may deduct the amounts due to DCH for performance guarantee assessments from any fees or other compensation payable to Contractor or DCH may require Contractor to remit such amounts within thirty (30) Calendar Days following DCH’s written notice of the assessment.  At DCH’s sole discretion, DCH may also elect to obtain payment of such amounts through the irrevocable letter of credit furnished by Contractor.DCH may offset payments of Administrative Services Fees by the amount established for those Deliverables in Exhibit 4.  


	p. 68 – Section 27(A)(3)
	3. For Deliverables set forth in this instrument or in the RFA or Approach that are not listed as Performance Standards in Exhibit 4, DCH may delay payment of a percentage of Administrative Fees or a flat dollar amount per day or per month until the Deliverable is accepted.  


	p. 68 – Section 27(A)(6)
	6. In addition to the performance guarantee assessments, payment offsets and payment delays described above, should Contractor at any time: (1) fail to provide the Administrative Services and/or Deliverables in accordance with the timeframes, schedule or dates set forth in this Contract; (2) fail in the performance of any term or condition contained in this Contract; or (3) knowingly or unknowingly accept payment from DCH of an amount in excess of what it is owed at the time of the payment under the terms of this Contract, then DCH may (in addition to any other contractual, legal or equitable remedies) proceed to take any one or more of the following actions after five (5) Calendar Days’ written notice to Contractor, in its sole discretion:

	p. 68-69- Section 27(A)(6)(c)-(h)
	c. direct Contractor to pay DCH within thirty (30) Calendar Days the amount of any overpayment previously made to Contractor as Administrative Fees, in which case Contractor shall make such payments within such thirty (30) Calendar Days;

d. direct Contractor to pay DCH within thirty (30) Calendar Days the amount Contractor paid to any provider or that Contractor authorized the TPA Vendor to pay any provider that exceeded the amount payable under the terms of the Plan Documents, in which case Contractor shall make such payments within such thirty (30) Calendar Days;

e. direct Contractor to pay DCH within thirty (30) Calendar Days the amount of DCH’s reasonable estimate of the damage caused by any deficiency or delay in the Administrative Services and/or Deliverables, in which case Contractor shall make such payments within such thirty (30) Calendar Days;

f. direct Contractor to pay DCH within thirty (30) Calendar Days the amount of any fees or penalties assessed against DCH as a result of Contractor’s acts or omissions, in which case Contractor shall make such payments within such thirty (30) Calendar Days;

g. obtain payments described in (c) through (f) above through Contractor’s Irrevocable Letter of Credit;

h. offset any payments due Contractor by an amount described in (c) through (f) above; and


	p. 69- Section 27(7)
	7. In addition to the consequences and remedies indicated above, if DCHit is determined determines that Contractor knowingly submitted any false statement, invoice or other document to DCH, Contractor shall also be subject to the sanctions imposed by O.C.G.A. §16-10-20.


	p. 70 – Section 28(A)-(C)
	[bookmark: _Toc57435491][bookmark: _Toc57432772]28. 	INDEMNIFICATION
0. Contractor hereby releases and shall indemnify, defend and hold harmless DCH, the State, its departments, agencies and instrumentalities (including but not limited to the State Tort Claims Trust Fund, the State Authority Liability Trust Fund, The State Employee Broad Form Liability Funds, the State Insurance and Hazard Reserve Fund, and other self-insured funds, (together, the “Funds”) and their respective affiliates and agents and each of their current or former officers, directors, and employees (collectively the “Indemnified Parties”), in individual and official capacities from and against any and all claims, demands, liabilities, losses, costs or expenses, and attorneys’ fees, caused by, growing out of, or arising from this Contract, due to any act or omission on the part of Contractor or its Subcontractors, or any of their agents, employees, contract workers, customers, invitees, licensees or others working at any of their direction or on any of their behalf, or due to any breach of this Contract by Contractor, its Subcontractors or any of their agents, employees, contract workers, customers, invitees, licensees or others working at any of their direction or on any of their  behalf, or due to the application or violation of any pertinent federal, State or local law, rule or regulation.

0. DCH shall promptly give Contractor notice of any such claim; provided, however, DCH’s failure to provide Contractor prompt notice of such claim shall not relieve Contractor of its indemnification, defense, release and hold harmless obligations except to the extent Contractor is prejudiced thereby.  Subject to the prerogatives of the Office of the Attorney General of Georgia, Contractor may be granted sole control of the defense and all related settlement negotiations.  No settlement shall be binding against the State without the State’s written consent.

0. These indemnification, defense, release and hold harmless obligations extend to the successors and assigns of Contractor, and survive the termination or expiration of this Contract and the dissolution or, to the extent allowed by law, the bankruptcy of Contractor.


	p. 72 – Section 30(C)
	Contractor shall deliver the Irrevocable Letter of Credit to DCH within forty-five (45) Calendar Days of the Effective Date, and shall deliver replacement Irrevocable Letters of Credit to DCH as required in Section 29.B within forty-five (45) Calendar Days after the end of each annual enrollment period.  


	p. 72 – Section 30(E)
	E.  	The Irrevocable Letter of Credit must cover the period beginning with the Effective Date of the Contract through the life of the Contract and resolution of all claims and litigation related to the Contract, including but not limited to any and all amendments, renewals and extensions.  The amount of the Letter of Credit must be adjusted annually as required above to reflect projected Administrative Fees for the following year.  


	p. 82 – Section 35(U)
	U.	Limitation of Liability.
		Nothing in this Contract shall limit Contractor’s liability arising from, based on, or related to claims brought by DCH or any third party or any claims brought against the DCH or the State by a third party or Contractor or Contractor’s other acts or omissions.


	p. 83 – Section 36(C)
	C. If the change order request described in 35.B above does not have any potential cost implication, the DCH Program Manager may approve the change order in writing.  However, the change shall not be implemented until any necessary changes to the Plan Documents or Member communications are approved by the Parties.


	p. 83 – Section 37(B)
	1. Contractor shall not assign this Contract, in whole or in part, without the prior written consent of DCH, and any attempted assignment not in accordance herewith shall be null and void and of no force or effect.  Any assignment or transfer of any interest under the Contract, by Contractor, shall be made explicitly subject to all rights, defenses, set-offs, or counterclaims, which would have been available to DCH against Contractor in the absence of such assignment or transfer of interest.  This provision includes but is not limited to reassignment of Contract due to change of ownership of Contractor’s company.

	p. 101-112 – Attachment E
	[bookmark: _Toc57432804]ATTACHMENT E

[bookmark: _Toc188860141][bookmark: _Toc188861475][bookmark: _Toc188948795]BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (hereinafter referred to as “Agreement”), effective this _____ day of ___________, ____________ (hereinafter the “Effective Date”) is made and entered into by and between the Georgia Department of Community Health (hereinafter referred to as “DCH”) and [INSERT CONTRACTOR NAME] (hereinafter referred to as “Contractor”) as EXHIBIT XX to Contract No. XXXX between DCH and Contractor dated _______________________   (hereinafter referred to as the “Contract”).

WHEREAS, DCH is required by the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), to enter into a Business Associate Agreement with certain entities that provide functions, activities, or services involving the use of Protected Health Information, as defined by HIPAA (“PHI”); 

WHEREAS, Contractor, under the Contract provides functions, activities, or services involving the use of PHI;

NOW, THEREFORE, for and in consideration of the mutual promises, covenants and agreements contained herein, and other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, DCH and Contractor (each individually a “Party” and collectively the “Parties”) hereby agree as follows:

Terms used but not otherwise defined in this Agreement shall have the same meaning as those terms have in HIPAA and in Title XIII of the American Recovery and Reinvestment Act of 2009 (the Health Information Technology for Economic and Clinical Health Act, or “HITECH”), and in the implementing regulations of HIPAA and HITECH.  Implementing regulations are published as the Standards for Privacy and Security of Individually Identifiable Health Information in 45 C.F.R. Parts 160 and 164. Together, HIPAA, HITECH, and their implementing regulations are referred to in this Agreement as the “Privacy Rule and Security Rule.”  If the meaning of any defined term is changed by law or regulation, then this Agreement will be automatically modified to conform to such change. The term “NIST Baseline Controls” means the baseline controls set forth in National Institute of Standards and Technology (NIST) SP 800-53 established for “moderate impact” information.  

1. Except as limited in this Agreement, Contractor may use or disclose PHI only to the extent necessary to meet its responsibilities as set forth in the Contract provided that such use or disclosure would not violate the Privacy Rule or the Security Rule, if done by DCH. Furthermore, except as otherwise limited in this Agreement, Contractor may:

A. Use PHI for internal quality control and auditing purposes.

B. Use or disclose PHI as Required by Law.

C. After providing written notification to DCH’s Office of Inspector General, use PHI to make a report to a health oversight agency authorized by law to investigate DCH (or otherwise oversee the conduct or conditions of the DCH) about any DCH conduct that Contractor in good faith believes to be unlawful as permitted by 45 C.F.R. 164.502(j)(1).  Notwithstanding the foregoing, Contractor shall not be required to provide prior written notice to DCH’s Office of Inspector General if Contractor is provided written instruction otherwise by the health oversight agency authorized by law to investigate DCH.  

D. Use and disclose PHI to consult with an attorney for purposes of determining Contractor’s legal options with regard to reporting conduct by DCH that Contractor in good faith believes to be unlawful, as permitted by 45 C.F.R. 164.502(j)(1).

2. Contractor warrants that only individuals designated by title or name on Attachments E-1 and E-2 will request PHI from DCH or access DCH PHI in order to perform the services of the Contract, and these individuals will only request the minimum necessary amount of information necessary in order to perform the services.

3. Contractor warrants that the individuals listed by title on Attachment E-1 require access to PHI in order to perform services under the Contract.  Contractor agrees to send updates to Attachment E-1 whenever necessary.  Uses or disclosures of PHI by individuals not described on Attachment E-1 are impermissible.  

4. Contractor warrants that the individuals listed by name on Attachment E-2 require access to a DCH information system in order to perform services under the Contract.  Contractor agrees to notify the Project Leader and the Access Control Coordinator named on Attachment E-2 immediately, but at least within 24 hours, of any change in the need for DCH information system access by any individual listed on Attachment E-2.  Any failure to report a change within the 24 hour time period will be considered a security incident and may be reported to Contractor’s Privacy and Security Officer, Information Security Officer and the Georgia Technology Authority for proper handling and sanctions.  

5. Contractor agrees that it is a Business Associate to DCH as a result of the Contract, and warrants to DCH that it complies with the Privacy Rule and Security Rule requirements that apply to Business Associates and will continue to comply with these requirements. Contractor further warrants to DCH that it maintains and follows written policies and procedures to achieve and maintain compliance with the HIPAA Privacy and Security Rules and updates such policies and procedures as necessary in order to comply with the HIPAA Privacy and Security Rules that apply to Business Associates. These policies and procedures shall be provided to DCH upon request.  

6. The Parties agree that a copy of all communications related to compliance with this Agreement will be forwarded to the following Privacy and Security Contacts:

A. At DCH:  	Alison Cline Earles
HIPAA Privacy and Security Officer, Office of General Counsel
hipaa@dch.ga.gov
aearles@dch.ga.gov
404-656-0412

Sherman Harris
Agency Information Security Officer
			sheharris@dch.ga.gov
			404-656-9653

B. At Contractor: 	________________

________________

________________

7. Contractor agrees that it will:

A. Not request, create, receive, use or disclose PHI other than as permitted or required by this Agreement, the Contract, or as required by law.

B. Establish, maintain and use appropriate administrative, physical and technical safeguards to prevent use or disclosure of the PHI other than as provided for by this Agreement or the Contract. 

C. Implement and use administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of DCH.  

D. In addition to the safeguards described above, Contractor shall include access controls that restrict access to PHI to the individuals described or identified on E-1 and E-2, as amended from time to time, shall implement encryption of all electronic PHI during transmission and shall encrypt all electronic PHI during storage on portable media devices (such as backup storage tapes).

E. Upon DCH’s reasonable request, but no more frequently than annually, provide the results of privacy and security assessments to DCH, and ensure that corrective actions identified during the assessments are implemented.  

F. Mitigate, to the extent practicable, any harmful effect that may be known to Contractor from a use or disclosure of PHI by Contractor in violation of the requirements of this Agreement, the Contract or applicable regulations.  Contractor shall bear the costs of mitigation, which shall include the reasonable costs of credit monitoring or credit restoration when the use or disclosure results in exposure of information commonly used in identity theft.

G. Ensure that its agents or subcontractors to whom it provides PHI are contractually obligated to comply with at least the same obligations that apply to Contractor under this Agreement, and ensure that its agents or subcontractors comply with the conditions, restrictions, prohibitions and other limitations regarding the request for, creation, receipt, use or disclosure of PHI, that are applicable to Contractor under this Agreement and the Contract.

H. Except for “Non-Reportable Incidents,” report to DCH any use or disclosure of PHI that is not provided for by this Agreement or the Contract of which it becomes aware. Non-Reportable Incidents are limited to the following:  

1. the unintentional acquisition, access, or use of PHI by a workforce member of Contractor acting under the authority of Contractor, so long as the PHI is not further acquired, accessed, used or disclosed in an impermissible manner;

2. the inadvertent disclosure of PHI from a person designated in E-1 or E-2 as authorized to access DCH PHI to a workforce member of Contractor who is not designated in E-1 or E-2, but is authorized to access other Protected Health Information maintained by Contractor, so long as the information is not further acquired, accessed, used or disclosed in an impermissible manner.  

I. Make an initial report to the DCH in writing in such form as DCH may require within three (3) business days after Contractor (or any subcontractor) becomes aware of the unauthorized use or disclosure.  This report will require Contractor to identify the following:

i. The nature of the impermissible use or disclosure (the “incident”), which will include a brief description of what happened, including the date it occurred and the date Contractor discovered the incident; 

ii. The Protected Health Information involved in the impermissible use or disclosure, such as whether the full name, social security number, date of birth, home address, account number or other information were involved);

iii. Who (by title, access permission level and employer) made the impermissible use or disclosure and who received the Protected Health Information as a result;

iv. What corrective or investigational action Contractor took or will take to prevent further impermissible uses or disclosures, to mitigate harmful effects, and to prevent against any further incidents;

v. What steps individuals who may have been harmed by the incident might take to protect themselves; and

vi. Whether Contractor believes that the impermissible use or disclosure constitutes a Breach of Unsecured Protected Health Information.

Upon request by the DCH HIPAA Privacy and Security Officer or the DCH Information Security Officer, Contractor agrees to make a complete report to the DCH in writing within two weeks of the initial report that includes a root cause analysis and a proposed corrective action plan.  Upon approval of a corrective action plan by the DCH, Contractor agrees to implement the corrective action plan and provide proof of implementation to the DCH within five (5) business days of DCH’s request for proof of implementation.  
J. Report to the DCH HIPAA Privacy and Security Officer and the DCH Agency Information Security Officer any successful unauthorized access, modification, or destruction of PHI or interference with system operations in Contractor’s information systems as soon as practicable but in no event later than three (3) business days of discovery.  If such a security incident resulted in a use or disclosure of PHI not permitted by this Agreement, Contractor shall also make a report of the impermissible use or disclosure as described above.  Contractor agrees to make a complete report to the DCH in writing within two weeks of the initial report that includes a root cause analysis and, if appropriate, a proposed corrective action plan designed to protect PHI from similar security incidents in the future.  Upon DCH’s approval of Contractor’s corrective action plan, Contractor agrees to implement the corrective action plan and provide proof of implementation to the DCH.  

K. Upon DCH’s reasonable request and not more frequently than once per quarter, report to the DCH Agency Information Security Officer any (A) attempted (but unsuccessful) unauthorized access, use, disclosure, modification, or destruction of PHI or (B) attempted (but unsuccessful) interference with system operations in Contractor’s information systems.  Contractor does not need to report trivial incidents that occur on a daily basis, such as scans, “pings,” or other routine attempts that do not penetrate computer networks or servers or result in interference with system operations.

L. Cooperate with DCH and provide assistance necessary for DCH to determine whether a Breach of Unsecured Protected Health Information has occurred, and whether notification of the Breach is legally required or otherwise appropriate. Contractor agrees to assist DCH in its efforts to comply with the HIPAA Privacy and Security Rules, as amended from time to time.  To that end, the Contractor will abide by any requirements mandated by the HIPAA Privacy and Security Rules or any other applicable laws in the course of this Contract.  Contractor warrants that it will cooperate with DCH, including cooperation with DCH privacy officials and other compliance officers required by the HIPAA Privacy and Security Rules and all implementing regulations, in the course of performance of this Contract so that both parties will be in compliance with HIPAA. 

M. If DCH determines that a Breach of Unsecured Protected Health Information has occurred as a result of Contractor’s impermissible use or disclosure of PHI or failure to comply with obligations set forth in this Agreement or in the Privacy or Security Rules, provide all notifications to Individuals, HHS and/or the media, on behalf of DCH, after the notifications are approved by the DCH.  Contractor shall provide these notifications in accordance with the security breach notification requirements set forth in 42 U.S.C. §17932 and 45 C.F.R. Parts 160 & 164 subparts A, D & E as of their respective Compliance Dates, and shall pay for the reasonable and actual costs associated with such notifications.  

In the event that DCH determines a Breach has occurred, without unreasonable delay, and in any event no later than thirty (30) calendar days after Discovery, Contractor shall provide the DCH HIPAA Privacy and Security Officer a list of Individuals and a copy of the template notification letter to be sent to Individuals.  Contractor shall begin the notification process only after obtaining DCH’s approval of the notification letter.

N. Make any amendment(s) to PHI in a Designated Record Set that DCH directs or agrees to pursuant to 45 CFR 164.526 within five (5) business days after request of DCH. Contractor also agrees to provide DCH with written confirmation of the amendment in such format and within such time as DCH may require. 

O. In order to meet the requirements under 45 CFR 164.524, regarding an individual’s right of access, Contractor shall, within five (5) business days following DCH’s request, or as otherwise required by state or federal law or regulation, or by another time as may be agreed upon in writing by the DCH, provide DCH access to the PHI in an individual’s Designated Record Set.  However, if requested by DCH, Contractor shall provide access to the PHI in a Designated Record Set directly to the individual to whom such information relates.  

P. Give the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) or the Secretary’s designees access to Contractor’s books and records and policies, practices or procedures relating to the use and disclosure of PHI for or on behalf of DCH within five (5) business days after the Secretary or the Secretary’s designees request such access or otherwise as the Secretary or the Secretary’s designees may require. Contractor also agrees to make such information available for review, inspection and copying by the Secretary or the Secretary’s designees during normal business hours at the location or locations where such information is maintained or to otherwise provide such information to the Secretary or the Secretary’s designees in such form, format or manner as the Secretary or the Secretary’s designees may require.

Q. Document all disclosures of PHI and information related to such disclosures as would be required for DCH to respond to a request by an Individual or by the Secretary for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528.  By no later than five (5) business days of receipt of a written request from DCH, or as otherwise required by state or federal law or regulation, or by another time as may be agreed upon in writing by the DCH HIPAA Privacy and Security Officer, Contractor shall provide an accounting of disclosures of PHI regarding an Individual to DCH.  If requested by DCH, Contractor shall provide an accounting of disclosures directly to the individual.  Contractor shall maintain a record of any accounting made directly to an individual at the individual’s request and shall provide such record to the DCH upon request.

R. In addition to any indemnification provisions in the Contract, indemnify the DCH from any liability resulting from any violation of the HIPAA Privacy and Security Rules or Breach that arises from the conduct or omission of Contractor or its employee(s), agent(s) or subcontractor(s).  Such liability will include, but not be limited to, all actual and direct costs and/or losses, civil penalties and reasonable attorneys’ fees imposed on DCH. 

S. For any requirements in this Agreement that include deadlines, pay performance guarantee payments of $300.00 per calendar day, starting with the day after the deadline and continuing until Contractor complies with the requirement.  Contractor shall ensure that its agreements with subcontractors enable Contractor to meet these deadlines.

8. DCH agrees that it will:

A. Notify Contractor of any new limitation in DCH’s Notice of Privacy Practices in accordance with the provisions of the Privacy Rule if, and to the extent that, DCH determines in the exercise of its sole discretion that such limitation will affect Contractor’s use or disclosure of PHI. 

B. Notify Contractor of any change in, or revocation of, authorization by an Individual for DCH to use or disclose PHI to the extent that DCH determines in the exercise of its sole discretion that such change or revocation will affect Contractor’s use or disclosure of PHI. 

C. Notify Contractor of any restriction regarding its use or disclosure of PHI that DCH has agreed to in accordance with the Privacy Rule if, and to the extent that, DCH determines in the exercise of its sole discretion that such restriction will affect Contractor’s use or disclosure of PHI.

D. Prior to agreeing to any changes in or revocation of permission by an Individual, or any restriction, to use or disclose PHI, DCH agrees to contact Contractor to determine feasibility of compliance.  DCH agrees to assume all costs incurred by Contractor in compliance with such special requests. 	
			  
9. The Term of this Agreement shall be effective on the Effective Date and shall terminate when all of the PHI provided by DCH to Contractor, or created or received by Contractor on behalf of DCH, is destroyed or returned to DCH, or, if it is infeasible to return or destroy PHI, protections are extended to such information, in accordance with the termination provisions in this section. 

A. Termination for Cause.   Upon DCH’s knowledge of a material breach of this Agreement by Contractor, DCH shall either:

i. Provide an opportunity for Contractor to cure the breach of Agreement within a reasonable period of time, which shall be within thirty (30) calendar days after receiving written notification of the breach by DCH; 

ii. If Contractor fails to cure the breach of Agreement, terminate the Contract upon thirty (30) calendar days notice; or 
iii. If neither termination nor cure is feasible, DCH shall report the breach of Agreement to the Secretary of the Department of Health and Human Services. 

B. Effect of Termination.  

i. Upon termination of this Agreement, for any reason, DCH and Contractor shall determine whether return of PHI is feasible. If return of the PHI is not feasible, Contractor agrees to continue to extend the protections of this Agreement to the PHI for so long as the Contractor maintains the PHI and shall limit the use and disclosure of the PHI to those purposes that made return or destruction of the PHI infeasible. If at any time it becomes feasible to return or destroy any such PHI maintained pursuant to this paragraph, Contractor must notify DCH and obtain instructions from DCH for either the return or destruction of the PHI.  

ii. Contractor agrees that it will limit its further use or disclosure of PHI only to those purposes DCH may, in the exercise of its sole discretion, deem to be in the public interest or necessary for the protection of such PHI, and will take such additional actions as DCH may require for the protection of patient privacy and the safeguarding, security and protection of such PHI.  

iii. This Effect of Termination section survives the termination of the Agreement.

10. Interpretation.  Any ambiguity in this Agreement shall be resolved to permit DCH to comply with applicable laws, rules and regulations, the HIPAA Privacy Rule, the HIPAA Security Rule and any rules, regulations, requirements, rulings, interpretations, procedures or other actions related thereto that are promulgated, issued or taken by or on behalf of the Secretary; provided that  applicable laws, rules and regulations and the laws of the State of Georgia shall supersede the Privacy Rule if, and to the extent that, they impose additional requirements, have requirements that are more stringent than or have been interpreted to provide greater protection of patient privacy or the security or safeguarding of PHI than those of  the HIPAA Privacy Rule.

11. No Third Party Beneficiaries. Nothing express or implied in this Agreement is intended to confer, nor shall anything herein confer, upon any person other than the Parties and the respective successors or assigns of the Parties, any rights, remedies, obligations or liabilities whatsoever.

12. All other terms and conditions contained in the Contract and any amendment thereto, not amended by this Agreement, shall remain in full force and effect.

(Signatures on following page)

IN WITNESS WHEREOF, Contractor, through its authorized officer and agent, has caused this Agreement to be executed on its behalf as of the date indicated.

CONTRACTOR


BY:	__________________________________________	_________________
	SIGNATURE							 DATE

	__________________________________________


	__________________________________________
	TITLE*						 

* Must be President, Vice President, CEO or Other Officer Authorized to Execute on Behalf of and Bind the Entity to a Contract


ATTACHMENT E-1


List of Individuals Permitted to Receive, Use and Disclose DCH PHI


The following Position Titles, as employees and/or representatives of Contractor, need access to DCH Protected Health Information in order for Contractor to perform the services described in the Contract:

1. ______________________________
1. ______________________________
1. ______________________________
1. ______________________________
1. ______________________________ 

Transfers of PHI must comply with DCH Policy and Procedure 419: Appropriate Use of Information Technology Resources.
Approved methods of secure delivery of PHI between Contractor and DCH:
· Secure FTP file transfer (preferred)
· Encrypted email or email sent through “secure tunnel” approved by DCH Information Security Officer
· Email of encrypted document (password must be sent by telephone only)
· Encrypted portable media device and tracked delivery method
Contractor must update this list as needed and provide the updated form to DCH.  Use of DCH Protected Health Information by individuals who are not described on this Attachment E-1, as amended from time to time, is impermissible and a violation of the Agreement. Contractor must update this Attachment E-1 as needed and provide the updated form to DCH.  
DCH Project Leader Contact Information: [INSERT HERE]


ATTACHMENT E-2

Part 1:  
Please initial beside the correct option.  Please select only one option.

_________   Contractor DOES NOT need any user accounts to access DCH Information Systems.  Do not complete Part 2 of this form.

_________   Contractor DOES need user accounts to access DCH Information Systems.  Please complete Part 2 of this form.

Part 2:  
Please complete the table below if you indicated that Contractor DOES need any user accounts to access DCH Information Systems.  Please attach additional pages if needed.

List of Individuals Authorized to Access a DCH Information System Containing PHI

The following individuals, as employees and/or representatives of Contractor, need access to DCH Information Systems containing DCH Protected Health Information in order for Contractor to perform the services described in the Contract:

	Full Name
	Employer
	DCH Information System 
	Type of Access 
(Read only? Write?)

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	



The DCH Project Leader must submit a completed DCH Network Access Request Form for each individual listed above.  Access will be granted and changed in accordance with DCH Policy and Procedure 435:  Managing Authorization, Access and Control of Information Systems.   

Contractor must notify the Project Leader identified in the Contract and the DCH Access Control Coordinator (clewis@dch.ga.gov and helpdesk@dch.ga.gov) immediately, but at least within 24 hours, after any individual on this list no longer needs the level of access described.  Failure to provide this notification on time is a violation of the Agreement and will be reported as a security incident.

Contractor must update this Attachment E-2 as needed and provide the updated form to DCH.  
DCH Project Leader Contact Information: [INSERT HERE]
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